FRICT EEER
2026 F5 5 18 H
mEFHRETE
B -BI¥R &HU T
EaEREF1 VT BEE
BT - BIFR HR BRE

MNER R XA D ERICET SRR

AETIE, KENEETDIRXAY (UT FXAY) LADREXAD (AEBRXA ) OFEARICDOWVTIE. &
NZzFERTMREECHIEZNRTSY .. ZFRLATOBEEIFITITNDRVERER>TVETD,

BER—Y 1 RXA VADFEWNIZDNT

https://www. nc. u-tokyo. ac. jp/internal-only/application/domain (FR=RY kT —JRE)

AERRE XA D BRERT U TELT 3156, tBDREIU FXA VRZFERAT D ENFRREGDZH.
ForERE GERT A4 FEADER. B—X—IV7RUVRZERTDZETOD MMRYTEL] ®T7HIY NE
SEWARE) IDVWT, UTORRRFREEZE L TWETD,

OtFaUTAXEKAM T4 22020 F 7THS (UTokyo-CERT F4T

2. BAADZBRICHD YR D
https://cert.u-tokyo. ac. jp/news/monthly/guideline-202007. html
(02025 T UTNET Meeting
RXA VEERICH1TDFR (UTokyo-CERT)
https://www. nc. u-tokyo. ac. jp/wordpress/wp-content/themes/utnet/images/internal-
only/meeting/202510/23-08-02. pdf (AR kT —URE)

[(FREANER XA VZFERLTLWBIAA]
NESDEBEREC—FHVVERS, AR UERELESNBRICIE. ZORDEBRMEICDVWTIERRE< &
EBIC, BYENHFICET S CERRESBLILET,

[CNDSHER R XA D DEEERFTIN TS AAN]
CNSOEREC—HOL, FROZENBVRIRY, UT RXA U TEYHTSNTVSHERXA VDY T
XA VZEFERT B & & SRS,

AEWEDEL -
AEMERRIEZRERY D —0F— L
utnet@nc. u-tokyo. ac. jp



May 18,2026
To: Internal ICT administrators

Notice Regarding the Use of External Domains

At our university, decisions regarding the use of domains other than those managed by the university (UT
domains), namely external domains, are delegated to the respective departments or units that use them. As
such, there is no university-wide review process in place.

Reference page: Handling of domain names

https://www.nc.u-tokyo.ac.jp/internal-only/application/domain (In Japanese, On-campus network only)

When an external domain is discontinued after termination of its contract, it becomes possible for a third party to
reuse the same domain name. This creates risks such as misuse of fraudulent websites, impersonation through
creation of identical email addresses, and account hijacking. For this reason, the following materials have been

issued as advisories:

+ Security Guidelines (July 2020 issue, issued by UTokyo-CERT)
2. Risks of obtaining domain names
https://cert.u-tokyo.ac.jp/e/news/monthly/guideline-202007 .html

+ UTNET Meeting FY2025
Precautions in Domain Name Management (UTokyo-CERT)
https://www.nc.u-tokyo.ac.jp/wordpress/wp-content/themes/utnet/images/internal-
only/meeting/202510/23-08-02.pdf (In Japanese, On-campus network only)

[For those currently using external domains]
Please review these materials carefully. If you intend to discontinue the use of external domains, we ask that you

fully understand the associated risks and give due consideration to taking appropriate measures.

[For those considering the acquisition of external domain]
Please review these materials carefully. Unless there are compelling reasons not to do so, we encourage you to

consider using subdomains of the departmental domains assigned under the UT domain.
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